Abstract

Having a network became a must no matterifitisa network fora company, collage, school,
hospital......etc., with the network having all types of data flowinginto and out of it there
needsto be a tool to keep the internal network that has all the important files safe from the
outside world.

There are several tools that are used in network security and one of those famous toolsis
firewall which will this project willfocus on.

This project aims to compare the latest firewall technology with the traditional firewalls by
divingintothe history of firewalltechnologies all the way up to the next generation firewall
and investigates the functionality of each technology and finally compare the next generation
firewall with the traditional firewalls in terms of handling several types of attacks, controlling
web applications and their management over users and policies which shows the major gap

between the traditional and next generation firewalls when it comes to securing the network.



