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pecome more

] explain how it
nation secure

sues the government faces
ancing between the need to
s encrypted data and the public right
to privacy

» Describe how to protect your computer
and yourself

» Distinguish between electronic discovery
and computer forensics




LIST THE TYPES OF COMPUTER CRIMES , CYBER CRIMES AND COMPUTER
CRIMINALS

Types of computer crimes
» identity theft

» phishing
» Spear phishing

> Malware

» computer virus

> Aboot sector virus

» Logic bomb
» Time bomb

> Worm




LIST THE TYPES OF COMPUTER CRIMES , CYBER CRIMES AND COMPUTER
CRIMINALS

Types of computer crimes

Types of cybercrimes

» Cybergaming

® > Hackers
> Crackers
» Cybergangs



EXPLAIN HOW PRIVACY AND ANONYMITY BECOME MORE AT RISK AS TECHNOLOGY DEVELOPS

Cookies

Radio Frequency ldentification

easily and

store health records

O » It is concept of using technology implicit, built in things we use -
» Such as active badge which used for track our movement and forward e-mail , phone call
/ , message so on



EXPLAIN HOW PRIVACY AND ANONYMITY BECOME MORE AT RISK AS TECHNOLOGY DEVELOPS

Ubiquitous Computing

Globally Unique Identifiers A globally unique identifier
ogram
mputer
ow dots

ode of the printer well as the time

O

and date the doc




DEFINE ENCRYPTION AND EXPLAIN HOW IT MAKES ONLINE INFORMATION
SECURE

>

for each character in message substitutes the letter that is 13'¢
to the right in the 26-letter alphabet (When you reach the end of the alphabet, star
from the beginning.) unreadable

> In short dable code to an encryption key

which convert it to cipherte P~ j]



EXPLAIN THE ISSUES THE GOVERNMENT FACES WHEN BALANCING BETWEEN
THE NEED TO ACCESS ENCRYPTED DATA AND THE PUBLIC RIGHT TO PRIVACY

Pretty Good Privacy (PGP)

nreat the privacy or



DISTINGUISH BETWEEN ELECTRONIC DISCOVERY AND COMPUTER FORENSICS

Computer forensics

Electronic discovery
\ation
g e-mails,
d devices,
es, drawings, and
other ty > hit-and-run or murder

/
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DESCRIBE HOW TO PROTECT YOUR COMPUTER AND YOURSELF

Protecting computer
>

iders to access internal

J




DESCRIBE HOW TO PROTECT YOUR COMPUTER AND YOURSELF

Protecting yourself

Avoiding Scams

Preventing Cyberstalking

> Don’t

» Be extremely cautious ah /ou’ve contacted online j
=

» contact the police immediately if a situation you’ve encountered online makes you
® uncomfortable or afraid



